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LASDVIYABUNINDBS (computer network)
1139 LA30Y18UaYa (data network) ﬁa NANVDS
ﬂaummamavaﬂﬂﬁmmm mﬂmmmjamaﬂu
Lwaiwmﬁi'ﬂutmaﬁmaaﬂmmmmaaami LaniUas
Yaya mam‘w&mﬁiumammamulﬂ (resource
sharing) Tnea3asideusiaianin “luua (node)”
wazlnunloudetunuiawuuas (cable media)
wazdanuuldany (wireless media)
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Internet Protocol (IP)

Address Size:
32-bit number 128-bit number

Address Format:
Dotted Decimal Notation: Hexadecimal Notation:
192.149.252.76 3FFE:F200:0234:AB00:0123:4567:8901:ABCD

Prefix Notation:
192.149.0.0/24 3FFE:F200:0234::/48

Number of Addresses:

2% = ~4,294,967,296 218

~340,282,366,920,938,463,463,374,
607,431,768,211,456
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Application Server Host Print Servers
Running PaperCut NG Windows Server o L CUPS]

Frmning PagenCut NG Brint
Provider camponenr
[SRConmary sanmr

XML over HTTP

Database Server
{optional)
a.q. M3 S0L Sarver
or Postgresgl DB

Workstations print via shared
printers hosted on print servers

ML over HTTP

Ruamg PaparCul NG

Print Pravidar
[metipale plpl]
OGRS
FC Macintosh Linue Unix
Local Desktop Printer Client Workstations Workstations Warkstations Workstations
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LASDILLUUTY (server) AP LASBIABUNILABSNODNLUULN
Y, v 1Y o/ o
1HO3UN1550998 (request) wavdsdayanadu (deliver
data) lUguaTasgnaneg vuvsuaned (local network)
#39 DUWBSLLN (internet) Mgy Luesiies (web
server) Trusn1siules USuniwesiies (print server)
THRUSNISAUNLENES DUWBSILADSII95 (internet server)
TRUS NS TRUFADAULAS U DUND SN L UUAY
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Blade Server

Tower Server

Server Room
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6 aal v

wasiua (Terminal) LUuﬂamaUﬂﬁmmwmﬂums%’uLLaz
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1. AN (Geographic Area)
2. N15UszUana (Processing)

3. s¥AUAINUaanNY (Security Level) (2
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FEWD

=

“Network is down.”
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Geographical area
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>50km

Wide Area - Fiber Optic
Network(WAN ) - Satellite

— o o o o o e e e e mm o mm omm me = = = = =

. Metropolitan

Sl Area
P Network(MAN)
': 5 and 50 km
- Fiber Optic
e sl LOCal Area
Personal Area O 1 ) Network(LAN)
Network(PAN 5m — 5km
<5m, 2-10 nodes - CAT5/6
USB, CAT5/6 - Fiber Optic

- Wireless - Wireless "
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Processing
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Client - Server Peer - to - Peer

Server —— -F F
Request/Respons‘(/‘ I | Request/Response
Clients i @ @

BitTorrent pTorrent
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Security Level

Internet

I

‘ ) | I
! VPN ! ' !
| I N ! | I
i yi ! I |
i i A ! ' [
i i, ! | ' :
: ! : Company : ! ! : Branch B :
! | © omly ! : I Branch A !
! I\ ) | ! I I
| | | | e e e e e e e e e e = = = — —
' . Suppliers, customers | '
| | ’ | |
i i and collaborators | i Company
\ )
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VPN

VPN = Virtual private network

ENCRYPTED VPN
CONNECTION

INTERNET @

S/
& BLOCKED -
itk WEBSITES

https://sslvpn.bru.ac.th
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Wnldlag

nldlad (topology) AB SNWULNINNILAIN VBITLUU
A5 YINUUDY ANWULYBINSITaUle9E18Fad1591NU

6§ o VY U

gUnsnddidnnsetinduaziATosnaunanes dameiu 4
Useian Ao e (mesh) a7 (star) Ud (bus) wag 29

LU (ring)
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PC Modem Modem PC
DTE DCE r—————— - DCE DTE
Telecom network
Local Local
Cable Cable

DTE = Data Terminal Equipment

LUUE)Uﬂ‘JﬂJVI&I‘VI‘L!’WIﬂ']Luﬂ?l’é]ﬁJﬂLLauﬁUﬂaﬁJa LAY ADUNILADS
I‘i/lﬁﬂW‘VILﬂa?J‘L!‘VI Lﬂi@\‘lWﬁJ‘W L‘U‘LWI‘L!

DCE = Data Circuit-terminating Equipment

Jugunsalhwthilunsdesns wiu anuaafisu wndadsyyia
139mes Lan U Wudu
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Wnldlag

MESH Station

ToluneAnsNd lvuaLTaua

ATUIUNINWID bYIU

Lﬂ'%mhamﬂwﬁfaga LU Station Station

MINgay §luInng

SuUaSLiln
Station Station

= Y] a o o Y,
- UAMUUUAY (robust) &4 - ANAY / U1F99N1¥181N

- 5995UN1SWaNARIUIUNINUAEAIUIIN - ArlYTwge
n1sdevayags
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Wnldlag

STAR

Douldialy 1wy

viesufjuRnsABNNILABS
WRIN9U NNNDAY AUD
Audvaya (data center)

Rl Y

Station Station
- 59uAUd (Centralized) - §u (hub) fdgyn->s3Uvay
- AU IRUALAgNe - USEANSNATNUITU

- @nnil (station) AdsynnlinsenunuAIating
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BUS

Reulylunisinedns

svgzlna WU $3%71991A15
SYUINNRININ 39U

Uszne

Drop line

Drop line Drop line

Cable end ‘ Cable end
Tap Tap Tap
- Tefsnatios - WaszuulidymiAumawnAauTI9In
a gj 1 Y 4 %4 %4 dl gj
- AR - fRIN1sgUnIalgduFy s NUANeNIE

- @19970 -> FTUUAY
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RING

Neuldlu9AS9U18NUS NS

YIDLASDUNYNADINTTSUEY Token
Fayasenineaanlingings —
Y Polling
LasdUIUIUUIN | [ ]
Repeater Repeater
| Repeater Repeater

Repeater Repeater

- Yayalvaluludianiadeafiuyigannisvuiu - Usgansamlagsiudetindninluladuuunn
- @nunsadedayaseninsaanilanuyseansnw - YnaanlfasnIsaunsalnIud I
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i 10-34 Mbps " o N ey network core router
———— 100BASE-FX e E— - i OSR 7809

—— Gigabit Ethernet " SR ) N A0ORSS router
——— OCAB POS (2.5 Gbps) ?"' Loutec ] . 8 ac0ms L2/13
e 10Gigab it Eihvernot - "'@""'"'""' }- wmitch
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__NETWORK DATA HUB __
1036 pNs pucp {1038
I I
sMDs | SN[ GATEWAY /\<mm
Network ROUTER NID A~ —
. 1030
iber 7
Transport /7 SNMP /L -H ADSL [10BaseT [RJ-45
~ — 1014 ( T
Concentrator M&P \ |
1028 |1 08 | TP ||RJ-45 EN II—L
\ 1022 %
\
sEthehrIr;-letb 4-TP il aps. E 15 Kft - TP
witch/Hu
[ Switch/Hub | 1026 1.5 Mt;)/;:«bh 012
1osuser7\[F_hT ADSL NS NID ~ ~
5OTS 1026 1032
0 . ﬂ ,
Switchl] 1016 - ADSL[10BaseT [RJ-45

PSTN

[ 7
l4-TF
1020 k‘ @’ RJ-45| EN |
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Internet Model

Data Layer Destination Source
) Data ( @&E};ggﬂgﬂo ) Application Data Stream Application
~ Application
v Presentation Presentation Data Stream Presentation
> Data Data representation
LIU and Encryption Session Data Stream Session
( Session )
't.; Data Interhost communication Transport Transport
0 K Bata
T Transport Network Nework [Data Network
Segments End-to-End connectlons Frame N e
d Reliabilit : :
and Reliability Data Link Header| Header P22 |Trailer Data Link
Packets roth Betermnaton Physical 11000101010110110000101001 Physical
and IP (Logical addressing)
Data Link
MAC and LLC
(Physical addressing) ]
o e
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aunsallunsiiousian3ating

gUnsalswdyn  aunsaliliousiainiatng
(Signal Combiner) (Network Connector)
®* Multiplexer ® Repeater ® NIC

®* Concentrator ® Bridge ® Gateway
* HUB ® Switch  ® Modem

® Router
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Multiplexer
Jafnantyas [Wu19955IL

drueuneezuraana g by

Foueunauveaniiveaauingl (L

AUTOLDUADNUADUN LGOS

lnenssla) (Layer 1)
A — o>
Input S 1 Q
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Concentrator ) o
ABULYULATILARDSI Lﬂﬂ?ﬂﬁ]'ﬁi’mﬁ@ﬁyj’]mL%ULﬂﬁJ’mU

U A

dafnanasuane1en dyaiaieenilaaledes way

Jymheanudntunisdrsesteyarintvvayaiinuaulig
19171 (Layer 1)

Multipla PCs or terminals Up to 32 PCs or terminals on ane line

Modems

Multiple, expensive
data lines

\Concentrator
Modems

1

m

Link speads

, . to 64 Kbps
QM DCE Muxes

w O bsu correct all

link arrors

/

m<n

Host ar
Sarver Hostor  Network management built

Server into every DCB multiplexer
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HUB

gu 1 Ju guUnIalsmdygImavia dnesnlunisiien

aalUdimauniLeas (3 RJAS) hsaLpsevudulanans
YDINE LAYTUILLUILUUAIAS LULARZNDSH D 1LY

WAy (Layer 1)
100 Mbps

25 Mbps / port
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Switch

4909 WU USALUUNaNgu0Ing da1usalunns
Sudsayannuasainduianua vineuly OSI model

FUT 2 (Layer 2, Un45u Layer 3)
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Router

¢ f§ & A I I
1519083 WU gunsalinsevielylunisdaunaing
(package) SERINNATBYWABUNILADS (layer 3)

37




AR unInnay
S0 BUmSST)

Gateway
NaE LU gUNIalATeYIY d1U130LWaUBLATE YT
lUslamaa (protocol) wansnenule (layer 4 auly)

§ W @ &
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Modem (modulator- demodutatcr)
Taaa 1y aﬂmmmamamwmw 1915%d (encode)

aa v

Y < A I v A
ﬁﬂJﬁUWﬂAﬂﬂ‘Vla GL‘ViL‘LJ‘Ll @8UWa@ﬂLW@ﬂQ@@ﬂ1ﬂ8\‘1’ﬁ@ LA
ARGEG (decode) é’ﬁummazmaaﬂﬁ%’wﬁwmﬂu

U/ Q

denanana (layer 1)

LINKSYS
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Weakened Signal
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Repeater
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nnas W gunsadlalunisnudyegia (re-
transmits) lagvsneduMeulrilanuuenauLiloy
AURUU Weveesyezlun1sasdaind (Layer 1)
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Network Interface Controller : IC

n1sauau (LAN Card) viseld@igadn NIC vimntinudas
fFyanaudoyannaouiimesdudyayaildfndeduly
A58 (layer 1)
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Gateway

MUX/CONC

W

Repeater Router + Modem

Bridge

7 5P A
Bridge?  BranchY

ISP A
Branch X
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Wireless

MsWeunantuATat enaufiiwesiuUlsas @S
Fousielaeldnduineg wu dyauniiiey 36/4G (LTE)
Bluetooth WiFi (802.11b/g¢/n/ac/ax)

[

[ ]
o A=
g @

Router modem Access Point
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key

Encryption | RC4 RC4 AES
: Dynamic Dynamic
Key rotation  None session keys session keys

Manually Automatic Automatic

Key distribution |typedinto |distribution distribution
each device | available available

- Uses WEP |Canuse 802.1x | Can use 802.1x
Authentication

& EAP

& EAP
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DIGITAL LITERACY

CERTIFIC ATION

Wireless Security

Wireless Network: =" =1

Network Name (SSID): HOME-D12F |

Mode: |802.11b/gin v

Security Mode: | WPA2-PSK (AES) ¥
Open (risky)

WEP 64 (risky)

WEP 128 (risky)

WPA-PSK (TKIP)

Channel: | WPA-PSK (AES)

WPA2-PSK (TKIP

WPA2-PSK (AES

Channel Selection:

Network Password:

Show Network Password: &
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6 0 o
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WUUANS (bandwidth)

USuaunssudstoya ol 1a1mitle inugunsalnsatie

Category Data rate a8
Cat 5 100 Mbit
Cat 5e 1 Gbit
Cat 6 1-10 Gbif*
Cat 6A 10 Gbit e
Cat 7 10 Gbit -
Cat 7A 10 Gbif s
Cats okl @zt 0zaw)  EO2ia  (@02aisd
WIRE WIRELESS
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WUUAINS (bandwidth)

U UNAINANSTZNUNULUUAING

1. gunIaliatlaluin
2. 15Mwmesvesszuulsany

3. JUN1sBumesiie

RESULTS SETTINGS

PING (® DOWNLOAD UPLOAD

0 933.40 4189

XEINITY Comcast
GO
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LUUNNYIA

6. PUDNUANAITINUVDUFTDUIU

7. RWUDNANYAULUDY ANAU (key word) NI

8. ILNFIDYIUFTIDUIY DENUDY 3 Lo

9. ILNFIDYNITLHIUAINTDY (filter) VULETOUIUY

10. 3995U18NTTUNBUNITAUMAIEFUA N UULETALDUIY
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